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SECURITY 

MITIGATION

EMAIL IS A TOP THREAT 

VECTOR
Data breaches have become one of today’s biggest  

business threats. In the U.S. alone, companies and  

government agencies suffered a record 1,093 data  

breaches last year. That’s a 40% increase from the year  

before, according to the Identify Theft Resource Center.

The top threat vector for those data breaches: email.

According to Verizon, email fraud 

accounts  for 95% of enterprise attacks.

95%
of enterprise attacks

are email fraud
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Today’s Email
Security Tools Are 

Failing
The Problem
ATTACKS ARE 
EVOLVING FASTER 
THAN  EMAIL 
DEFENSES

Since its inception, email has been a favorite target for

cyber criminals hoping to steal sensitive data, user

credentials, and company funds. In response,

organizations have deployed a wide range of email

security tools. Most of these focused on protecting the

network.

But attack techniques are evolving fast. Solutions built 

for fighting  the attacks of two to three years ago are 

struggling to keep up.  For example, business email 

compromise (BEC) email fraud  was barely on the radar 

24 months ago. Now, it has eclipsed  ransomware in 

terms of monetary loss. 

Amid dramatic headlines and more aggressive 

regulation,  organizations are expected to spend more 

than $90 billion  on cybersecurity in 2019. That’s a huge 

disconnect. Organizations are spending more on  

cybersecurity than ever, even as losses from data 

breaches,  business disruption and fraud continue to 

mount. 

There’s a 22% chance that any given organization  

will experience a data breach of at least  

10,000 records within the next 24 hours.

Source: Proofpoint

Only 31% of companies have a budget  

in place for data breach mitigation.

Source: Osterman Research

75% of organizations would take hours,  

days or weeks to detect a breach.

Source: Osterman Research
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Defensive strategy needs to 

rival attacker tactics



Defenders don’t focus on 

people, attackers do

Attack VectorsSecurity Spending

Source: 2018 Verizon DBIRSource: Gartner Information Security, Worldwide
2016 – 2022, 1Q 2018 update (2018 forecast)

Network

61%

Endpoint

19%

Email 8%

Web 

12%

94%
all breaches are attacks 

targeting people, 

96% via email



Today’s Top Email 

Fraud Tactics
Cyber criminals use a wide range of tactics to 

launch  email attacks. 
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• Account Compromise

• Credential Phishing

• Impersonation

• Advanced Malware

• Outbound Phishing



1. Spoofing Email Fields
Spoofing email fields is a popular BEC tactic. Attackers have 

several ways of doing this, including:

 Changing the reply-to email address

 Spoofing the display name 

 Using use a domain that looks like the company’s but is 

slightly different

 Pretending to be a legitimate business partner or supplier

2. Targeting a Range of People

 President

 Students

 Teachers

 Employees

3. Getting Creative with Subject Lines
Using “clickbait” subject lines is another favorite tactic. Urgent  

language is the most popular—employees are more likely to pay  

attention to a fraudulent reply-to address if the subject line 

suggests  that someone in authority needs something from them. 



Most Popular BEC  

Subject Lines

• Payment

• Request

• Urgent

Top email subject categories
 Payment

 Request

 Urgent

Top strings in spoofed email 

addresses
 ‘ceo’ -<ceo@fakedomain.com>

 ‘exec’ -<exec@fakedomain.org>

 ‘office’ -<office@baddomain.net>
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4 STEPS TO

BUILDING YOUR

EMAIL SECURITY  

STRATEGY

Step 1: 

Authentication

Step 2: 

Content Inspection

THE DEFINITIVE EMAIL SECURITY STRATEGY GUIDE

DMARC ensures that legitimate 

email is properly authenticating 

and that fraudulent activity 

appearing to come from your 

organization’s domains is 

blocked



You Need Authentication and 

Content Inspection



Step 3: End User 

Training



Step 4: Strong 

Authentication for 

Approvals

• No single person 

authorization

• Written approvals critical 

business functions (e.g. 

financial transactions)

• Multi-factor authentication



Something in common



What Can I Do To be Safe

Never click on a link – or an attachment - from an unsolicited email

https://schedulepayroll.000webhostapp.com



What Can I Do To be Safe

Look for signs of Impersonation

Pablo Revilla <pablorevilla02@gmail.com>

Pablo Revilla



What Can I Do To be Safe

Always look at the reply email address



What Can I Do To be Safe

Look carefully at attachments



BE SAFE 

OUT 

THERE
 Never click on a link – or an 

attachment - from an unsolicited 

email

 Look for signs of Impersonation

 Always look at the reply email 

address

 Look carefully at attachments before 

you enable content or edit content

 Make sure your system and AV are 

UpToDate.

EXTRA


